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Abstract

The difficulty of breaking Rabin's cryptosystem is the same as that
of factoring its public key. So far, this has been proven to be very
difficult. However the disadvantage of Rabin's cryptosystem is that the
deciphering function cannot produce a unique plaintext. Many
modified Rabin's cryptosystems have been proposed. Recently, an
excellent scheme modified from Rabin's cryptosystem has been
proposed by Shimada. Using Shimada's scheme, we can obtain the
desired plaintext without any information additional to the ciphertext
itself. Here we propose an improvement to this scheme to simplify the
decryption process. Our effort makes the implementation of Shimada's
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public key cryptosystem more efficient.
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1. Introduction

Shimada [4] proposed a new cryptosystem
based on Rabin's cryptosystem [3], which can
restrict the domain of Rabin's enciphering function.
More significantly, it can obtain the plaintext from
the ciphertext C alone (i.e. without expanding the
block size). The plaintext is one of the solutions for

x2=C (mod n), and it can be determined according
to the information generated from the ciphertext C
itself. The computation of fmding solutions,
however, is a very time-consuming process. Thus,
how to simplify this time-consuming process is our
major concern in this paper.

2. ABrief Review of Shimada's Scheme

Here, some definitions must be stated to
understand Shimada'’s cryptosystem.

Definition 2.1 Generalized Legendre Symbol
Let p be an odd prime number and a be an

a
integer. The generalized Legendre symbol L(—) is
p

defined as follows:

0 if p|a,
L(i) =11 if a®* =1mod P,
p . )2
-1if a®*" =-1 mod p.

Definition 2.2 Generalized Jacobi Symbol

Let n = pg be a positive integer for odd
primes p and g, and let i be any integer. Then the

generalized Jacobi symbol J(L) is defined below:
n
i i i
I(=)=L(=) x L(=),
n p q

where L(L) and L(L) are generalized Legendre
P q

symbols.
Shimada's encryption scheme is briefly described
in the following steps. If the user Uj wants to send

the plaintext M to the user Uj secretly, he/she has to
attach the user Uj's public key N, where N is the

product of two odd primes p and g, with the form of
p =7 (mod 8) and g = 3 (mod 8). Besides, two
public encryption functions, tg and ug, are used in
the enciphering algorithm.

Enciphering: For a given plaintextM € {0, 1, ...,
N-1}, a ciphertext C can be obtained as follows :
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Step 1: Calculate to(M)

1ifO<M< (N-1)/2,
te(M) =4 .

-Lif(N-1)/2<M< (N-1).
Step 2: Calculate ug(M)

1if J(M) =1lor0,
ug(M) =

M
2if J(—) =-1.
({

Step 3: Evaluate 6
6 =M2mod N.
Step 4: Generate the ciphertext C
C = ta(M) ug(M) @ mod N.
The ciphertext C is transmitted to the user Uj..
When the user Uj receives the ciphertext C,

he/she can obtain the plaintext M

by using the following deciphering algorithm with
the secret key pair (p, g), and

two decryption function tgy and ug.

Deciphering: For a given ciphertext C € 0, 1, ...,
N-1, a plaintext M can be obtained as follows:
Step 1: Calculate ty(C)

1 it =19 =o
p q

140 = 1L(S)if L&) =0and LS = o,
p p g

LSS «o.
q p

Step 2: Calculate Uy(C)

1if L(E)L(E) =0orl,
ug(C) =

2if LOLE) =-1.
P’ g

Table 1: Relation between solutions of X2 = 6 mod
N and the corresponding ciphertext C

Range ta(X) |Ua(X

g J(l) e(X) {ue(¥) L(E) L(E)

N p q

0 < X <1 1 1 1 1
(N-1/2)
0 < X L1 1 2 1 -1
(N-1/2)
(N/2) < X £|-1 -1 )2 -1 -1
(N-1)
(N/2) < X <1 11 -1 1
(N-1)

Step 3: Calculate &

0 = Cltg(C)I"L[ug(C)1L mod N,

where [td(C)]'1 is the inverse of t4(C) modulo N
such that [to|(C)]‘1 [tg(C)] = 1(mod N), and
[ud(C)]‘1 is the inverse of ug(C) modulo N such
that [ug(C)]™L [ug(C)] = 1(mod N).

Step 4: Recover the plaintext M

Find the solution of x2 = @ mod N for which

te(x) = t4(C) (1)
and ug(x) = ug(C). 2

Then the specified solution x is the plaintext M
corresponding to the ciphertext C.

For more clearness, the following table displays

the relation between the solutions of X2 = & mod N
and the corresponding ciphertext C.

3. Our Improvement to Shimada's Scheme

Shimada's scheme can restrict the domain of
Rabin's enciphering function. Besides, the specified
solution can be found according to the ciphertext
itself, without any additional indication information.
However, Step 4 in Section 2, the cost of computing
Equation(2) is similar to that of computing
exponentiation. It is a time-consuming process. To
reduce this cost of deciphering, we will propose a
solution. First, a method described in [3] is used to

solve the congruence € = M2 mod N. This method
is briefly introduced in the following. The solutions
are obtained by first solving the two equations

x2modp= 6 modp=a, (3)

x2modg= @ modq=h. (4)

The solutions x, and (p- ) are obtained from
Equation(3), where xp, = a(P+t1)/4 mod p. Similarly,
Xq and (g- xq) are obtained from Equation(4),
where xq = b(a+1)/4 mod q. The pairs (Xp: X (Xp»
q-xq), (p- Xp: xq) and (p- Xp, O- xq) are successively
substituted for (xp, xq) in the following system of
equations:

X =Xp mod p,

X =Xq mod q.

The four solutions rootq, rooty, rootz and
root4 can be computed by Chinese remainder
theorem.
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Theorem 3.1 Chinese Remainder Theorem [1]

Let pq,p2, ..., pt be pairwise relatively primes,
and let n = p1p2 ...pt. Then the system of equations

X =Xj mod Pj, (i=1, 2,..., 1)

has a solution x in the range [0, n-1], X =

E

n
1(—_)yixi} mod n, where yj is the inverse
i=1 pi

n n
of (— ) modulo pj such that yj(—) = 1 mod pj.
P i

Let CRT be the implementation of Chinese
remainder theorem; that is, CRT(n, p1,p2, ..., Pt

X1,X2, ooy X) = X,

According to the above, we have
rooty = CRT(N, p, g, Xp, Xg),
rootp = CRT(N, p, 9, Xp, G- Xg),
rootz = CRT(N, p, q, p- Xp: xq),
rootg = CRT(N, p, g, p- Xp, 0- Xg)-
In fact, rootg = N —rootq and root3 = N - roots.
Theorem 3.2
Let ty and uq be two decryption functions, the

root of M2 = € mod N can be determined by the
following rules:

root, or root, if t,(C)=1and u,(C) =1,
rootz or rootsif t,(C) =1and u,(C) =2,
rootz or rootsif t,(C) =-1and u,(C) =2,
root, or root, if t,(C) =-1and u,(C) =1,

Where xp € QRp and g€ QRg, C = te(M)ug(M) &

mod N, @ = M2 mod N and N = pg. Here p and q
are two large primes with forms p = 7(mod 8) and g
= 3(mod)8, respectively.

Proof:

Assume that tg(C) = 1 and ug(C) = 1, then the root
of M2 = @ mod N satisfying that to(M) = 1 and
ue(M) = 1is the specified solution. Now, we want to
prove that, in this case, M = rootq or rootg.Namely,
we are going to prove this by the known fact that

M
J(W) =1 according to Table 1.

Since M is the root of M2 = @ mod N, so we have
the following four cases.
Case 1: M = rootq

Since X, E QRF, then

LMy b rand p= (x )% modp=1.
p

Sirnilatly, Since X, E QRE_, then

LM - b od p= (x " rod p=1.
|

We have J{%} =1.

Case 2: M = rootp

Since x, € QR , then

L(%) = M® mod p = (xp)“"l)/2 mod p =1.
Sinceq-x, €QNR, then

L) =M mod p = (x,)*?” mod p=-1.
q
We have J(%) =-1.It contradicts to J(%) =1.

Case 3: M = root3
Since p-x, €QNR, then

L(M) ~M®* modp= (xp)("'l)/2 mod p =-1.
Sir?ce X, €QR,, then

L(M) ~M@?* modp= (xq)‘q'l)/2 mod p =1.
q
We have J(%) =-1.It contradicts to J(%) =1.

Case 4: M = rooty
Since p - Xp € QNRp, then

L) = ML) mod p = () (P12 mod p = -

Similarly, Since q - Xq € QNRq, then

L(M) =M@-1)/2 mod p = (xq)(Q‘l)/2 mod p = -1
q

We have J(%) =1
Then we conclude that if t4(C) = 1 and ug(C) = 1,

the specified solution of M2 = 9 mod N is rootj or
rooty. Similarly, the other three conditions can be
proved in the same way. Q.E.D.
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From Step 4 of Shimada's deciphering procedure,
we must check Equations (1) and (2) for all possible
solutions. It is doubtless that the process is very
time-consuming. According to Theorem 3.3, the

specified solution of M2 = 9 mod N can be
determined by checking the values of ty(C) and
ug(C). Because we show that the specified solution
can be easily determined by the known ty(C) and
ug(C), thus the cost of computing Equations (1) and
(2) can be eliminated. In the following, a more
efficient, in term of computation cost, deciphering
scheme is proposed.

Deciphering : For a given ciphertext C €{0, 1, ...,
N-1}, a plaintext M can be obtained as follows:
Step 1: Calculate ty(C)

1 it GG -o,
P’ ¢

£, =1Lyt L&) =0and LE) =0,
p p q

LSy i) <o,
q p

Step 2: Calculate ug(C)

1 if L(E)L(E) =0orl,
td (C) = )

2 it LOLE) = 1.
P g

Step 3: Calculate 6

0 = Cltg(C)I"L[ug(C)1L mod N,
where [t4(C)]"L is the inverse of ty(C)
modulo N such that [tq(C)]"L [tg(C)] =
1(mod N), and [ud(C)]‘1 is the inverse of

ug(C) modulo N such that [ud(C)]‘l [ug(©)]
= 1(mod N).

Step 4: Find the four pairs (xp, xq), (xp, q—xq), (p-
Xp: xq) and (p- Xp: O xq)
Compute
M2Zmodp= 6 modp=a,
M2 mod g = € mod g =b.
Compute X = a(P+1)/4 mod p, and Xq =

b(A+1)/4 mod .
Compute the four pairs (xp, xq), (xp, q-xq),

(p- Xp: xq) and (p- Xp: O xq).
Step 5: Recover the plaintext M according to t4(C)
and ug(C)
Compute tgy(C) and ug(C).
Case 1: tg(C)=land ug(C) =1
Compute M = CRT(N, p, q, Xp: xq).
Table 2: Relation among the (a,) pair, the range,

M
J(W), te(M), ug(M)

Range M [te(M) [ue(M) |(c,B)
J(W)
0 < X <[t 1 1 (Xp,  Xg)or(p-
(N-1/2) Xp, g- Xq)
0 < X <[ 1 2 (Xps
(N-1/2)

g-Xg)or(p- Xp
Xq)

(N/2) < X|-1 -1 2 (xp,

< (N-1) 0-X)Or(p-
Xp» xq)

(N/2) < X|1 -1 1 (Xp,  Xglor(p-

< (N-1) Xp, 0- Xqp)

If M is in (0, N/2), then output M; else
compute M =N - M and output M.

Case 2: t4(C) = L and ug(C) = 2.
Compute M = CRT(N, p, q, Xp: q-xq).
If M is in (0, N/2), then output M; else
compute M = N- M and output M.

Case 3: t4(C) = -1 and uy(C) = 2.
Compute M = CRT(N, p, q, Xp: q-xq).
If M is in (N/2, N), then output M; else
compute M = N- M and output M.

Case 4: t4(C) = -1 and uy(C) = 1.
Compute M = CRT(N, p, q, Xp: q-xq).
If M is in (N/2, N), then output M; else
compute M = N- M and output M.

Table 2 lists the conditions to show how to select the
appropriate pair (a,) from four pairs (xp, xq), (xp,
4-Xg): (P- Xp. Xg) and (p- xp, g- Xg) to evaluate the

specified solution of M2 = @ mod N.

Example 3.1

The secret keys for Bob are p =23 and q = 19.
The public key N is therefore 437. Suppose Alice
wants to send M = 59 to Bob.
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M
Enciphering: Since 59 € [0, (N-1)/2] and J(W) =

-1, then tg(M) = 1 and ug(M) = 2. € =592 mod 437

= 422. Thus, Alice has C =1 x2 x422 mod 437 =
407. The ciphertext is then transmitted to Bob by
Alice.

Deciphering: Bob receives the ciphertext C = 407.
Step 1: Calculate ty(C)

tq(C) = tg(407) = 1.
Step 2: Calculate ug(C)
ug(C) = ug(407) = 2.
Step 3: Calculate 6
6= C[tg(C)]"1[ug(C)1"L mod N = 422.
Step 4: Find the four pairs (xp, xq), (xp, q-xq), (p-
Xp: xq) and (p- Xp: O xq)
Compute
M2 mod p= @ mod p =8,
M2 mod g = @ mod q = 4.
Compute X = a(P+1)/4 mod p = 13, and Xq
= b(@*t1)/4 mod q = 17.
Compute the four pairs (xp, xq)=(13, 17),
(xp, q-xq):(13, 2), (p- Xp: xq):(lo, 17) and
(P- Xp: - Xg)=(10, 2).
Step 5: Recover the plaintext M according to t§(C)
and ug(C)
Because ty(C) = 1 and ug(C) = 2, the pair

(13, 2) is selected.

Compute M = CRT(437, 23, 19, 13,2) = 59.
Since 59 is in the range (0, 218), so 59 is the
desired message.

4. Conclusion

Here an improvement on Shimada's
public-key cryptosystem is proposed. It can speed
up the deciphering process by directly checking
tq(C) and ug(C). We eliminate the need to compute

Equations (1) and (2). This improvement makes
Shimada's scheme very efficient and practical.
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